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Purpose

The Information Privacy Act 2009 (Qld) (IP Act) and its Queensland Privacy Principles (QPPs) set the rules for how
Queensland government agencies handle personal information.

This policy outlines how the Queensland Reconstruction Agency (QRA) manages personal information. It includes
details about:

e the types of personal information collected and held by the agency
e how personal information is collected and securely stored
e the purposes for which personal information is collected, held, used and disclosed

e the process for submitting complaints about the agency’s handling of personal information, and how the
agency will address and resolve the complaint.

Scope

This policy applies to all individuals employed or engaged by QRA, including but not limited to, permanent,
temporary, casual and part-time employees, contractors, agency staff, volunteers and consultants.

This policy covers the personal information QRA collects, stores, manages, uses and discloses in the course of
performing duties for or on behalf of QRA, regardless of location. This includes activities conducted on QRA
premises, during remote work, at off-site locations, and while using QRA resources or representing QRA in any
capacity.

Policy statement

QRA is committed to ensuring all personal information is managed in accordance with the QPPs.

QRA collects, uses, stores and discloses a range of personal information required to exercise its statutory
functions and meet its legal obligations.

e The definition of ‘personal information’ and ‘sensitive information’ is set out in the Queensland
Government Information Security Policy IS18

Definitions section of this policy.
For the purposes of this policy, all references to ‘personal information’ include both personal information and

sensitive information as defined in the IP Act.

Collection of personal information

QRA collects personal information to carry out its functions as detailed in the Queensland Reconstruction Act 2011.

Personal information is collected directly from individuals who access QRA's services and indirectly from third
parties as part of carrying out its functions. When individuals are required to provide personal and/or sensitive
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information, they are informed about what information is being collected, the purpose for its use, how it will be
stored, and the circumstances under which it may be disclosed.

QRA may also collect sensitive information, typically directly from the individual to whom it relates, or as
permitted under our obligations under the IP Act.

Personal and sensitive information collected and held by QRA includes:
e Personal details

o identity and contact details for individuals (eg name, address, phone number email, postal and
physical addresses)

o information relating to individuals’ personal circumstances (eg conflicts of interest)
o photographs of employees, contractors and members of the public
o information relating to individuals’ financial affairs (eg bank account details)

e Employment and recruitment

o information about employment (eg employment status, date of birth, tax file number, qualifications,
salary work history, required reasonable accommodations, entitlements, next of kin and/or
emergency contacts, and conduct and performance information).

o Information gathered during recruitment (eg application documentation, identification information,
assessments for suitability, pre-employment interviews, reference checks and testing)

e Complaints and applications
o information received as part of, or collected as a result of, complaints made to the agency
o information provided in an application under the Right to Information Act 2009

e Disaster and funding-related
o information relating to the collection of damage data during and after a disaster event

o information provided as part of QRA administered funding applications and submission claims

Use and disclosure of personal information

QRA uses and discloses personal information for the purpose for which the personal information was collected,
including:

e exercising its powers or performing its statutory functions and duties
e managing associated business processes, such as recruitment and human resources administration.

QRA may also use or disclose personal information for secondary or alternative purposes as permitted under the
IP Act. This may include where QRA is authorised or required under Australian law (including to meet the agency's
procedural fairness obligations), with an individual's your consent, or where an individual would reasonably
expect QRA to use or disclose for a related - or in the case of sensitive information, directly related - secondary
purpose. This may include disclosure to a court or tribunal.

Access and correction of personal information

Access and correction rights are contained in the Right to Information Act 2009 (Qld) (RTI Act).
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The Right to Information Policy sets out how QRA complies with its obligations under the RTI Act, and how

individuals may exercise their rights to access or amend their personal information.

Disclosure of personal information outside Australia

QRA would generally disclose personal information overseas only when necessary to fulfill its statutory functions
and provide its services.

However, when individuals communicate with QRA via a social media platform, the social media providers and
their partners may collect and hold your personal information overseas.

Dealing with QRA anonymously or using a pseudonym

Individuals have the option of engaging with QRA anonymously or pseudonymously unless:

e QRA arerequired or authorised under Australian law, or a court or tribunal order, to deal with individuals
who have identified themselves, or
e Itis impracticable to deal with an individual who has not identified themselves or is using a pseudonym.

QRA will inform individuals if they are unable to remain anonymous or use a pseudonym. However, if the
individual does not provide contact details, QRA may not be able to respond.

Security of personal information

QRA holds personal information securely and takes reasonable steps to protect it from misuse, interference, loss,
unauthorised access, modification or disclosure.

QRA complies with relevant Queensland Government Information Standards and security protocols protect
personal information and ensure it can be accessed by authorised employees only.

Where permitted by the Public Records Act 2023 (Qld), QRA will take reasonable steps to destroy or de-identify
unsolicited personal information or personal information no longer required for any of its functions in accordance
with our obligations under the QPPs if it is lawful and reasonable to do so.

Contractors
QRA is committed to taking steps to ensure that contracts entered into will:

e require contractors to comply with the IP Act to the extent that they perform functions or provide
services on behalf of QRA
e ensure that any subcontractors engaged by them are also aware of and comply with these obligations.

Privacy complaints

If an individual believes that QRA has not handled an individual's personal information in accordance with the IP
Act, a privacy complaint can be made.

A complaint must:

e Beinwriting

e Include the individual's contact details

e Provide a description of the privacy issue or concern

e Be made within 12 months of the privacy issue occurring.

Privacy complaints can be sent to:

Email: complaints@qra.qld.gov.au
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Post:  Privacy Officer
Queensland Reconstruction Authority
PO Box 15428
Brisbane City East Qld 4002

The complaint will be assessed and any necessary action taken. A written response advising the outcome of the
complaint, including any remedies, will be provided to the complainant within 45 business days.

If the complainant is not satisfied with the response, a privacy complaint can be made to the Office of the
Information Commissioner (OIC). Further information can be found at the OIC's webpage www.oic.gld.gov.au.

Authority

e Information Privacy Act 2009 (Qld)

e  Right to Information Act 2009 (Qld)

e  Public Records Act 2023 (Qld)

e  Queensland Reconstruction Authority Act 2011 (Qld)

Delegations

Nil.

Roles and responsibilities

‘ Role / Body Responsibility
Chief Executive Officer e Accountable officer for privacy compliance within QRA.
Privacy Officer e Oversee QRA’'s compliance with privacy laws and regulations.

e Primary point of contact for privacy-related inquiries, complaints and
breaches.

e Provide training and guidance to staff on privacy obligations.

e Liaise with regulatory bodies such as Office of the Information Commissioner
Queensland (OIC) on privacy matters.

Executive and Senior e Provide strategic oversight and ensure QRA commitment to privacy

Leadership compliance.

e Foster a culture of privacy awareness and accountability across QRA.

e Ensure privacy risks are considered in strategic decision-making and risk
management processes and implement required controls and safeguards.

e Ensure the appropriate collection, use and protection of personal information
within their areas of responsibility.

e Review and monitor privacy compliance reports provide by the Privacy Officer.

Information e Implement and maintain technical measures to protect personal information.
Communications and e Ensure secure storage, transmission and disposal of personal information.
Technology (ICT) and e Monitor systems for potential data breaches or vulnerabilities.
Information e Respond promptly to technical aspects of data breaches or incidents.
Management and
Security (IMS) Teams

Privacy Policy | DOC/26/40866 | Version 2.0 | Version effective 18/07/2026 Page 4 of 6

Uncontrolled when printed or saved locally. Refer to the Policy and Procedure Library on MY/QRA for the current controlled version.



OFFICIAL

Queensland Reconstruction Authority Queensland Government
‘ Role / Body Responsibility
Staff e Ensure all personal information is handled in compliance with privacy laws

and QRA's policies.
e Promptly report any suspected data breaches or privacy concerns.
e Participate in privacy training and awareness programs.

Contractors e Comply with QRA's privacy requirements and applicable laws when handling
personal information.

Related documents

The following related documents should be read in conjunction with this policy:

QRA Policies and Procedures

e Data Breach Policy

e Complaints Management Policy

e Information Security Policy

e Information Privacy Complaints Procedure

Other References / Resources

e Queensland Government Information Security Policy IS18

Definitions

‘ Term Definition

Anonymous Means that the individual dealing with QRA cannot be reasonably identified,
and QRA does not ask them for personal information or information that
might identify them. QRA should not be able to identify the individual at the
time of the dealing or subsequently. Anonymous dealings could include an
unidentified individual phoning QRA to make a general enquiry, seek
general advice or lodge a complaint.

Personal information Defined in section 12 of the IP Act and means information or an opinion
about an identified individual or an individual who is reasonably identifiable
from the information or opinion—

a) whether the information or opinion is true or not; and

b) whether the information or opinion is recorded in a material form or

not.

Examples of personal information include a person’s name, address, date of
birth or telephone number. An individual does not need to be directly
identified in the information for it to be personal information. It is sufficient
if an individual can be reasonably identified by reference to other
information.

Pseudonym Means that an individual gives QRA a name, term or descriptor instead of
their actual name. The use of a pseudonym does not mean that an
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‘ Term Definition

individual cannot be identified, the object of QPP2 is to give individuals the
opportunity to deal with QRA without revealing their identity.

Sensitive information Defined in schedule 5 of the IP Act and means:
a) information or an opinion, that is also personal information, about the
individual’s:
0] racial or ethnic origin; or

(i) political opinions; or
(iii)  membership of a political association; or
(iv)  religious beliefs or affiliations; or
v) philosophical beliefs; or
(vi)  membership of a professional or trade association; or
(vii)  membership of a trade union; or
(viii)  sexual orientation or practices; or
(ix) criminal record;
b) health information about the individual; or
¢) genetic information about the individual that is not otherwise health
information; or
d) biometric information that is to be used for the purpose of automated
biometric verification or biometric identification; or
e) biometric templates.

Unsolicited Personal Unsolicited personal information is personal information received by an
Information QRA that QRA took no active steps to collect. It is information that someone
gives or sends to QRA at their own instigation, for example a petition from
a community member that includes their personal information and the
personal information of the signers.

Review

The Chief Executive Officer will review this policy within twelve months of the initial approval date, then at least
once every three years, and as required to consider changes to relevant legislation, government policy and
practices, changing trends, and feedback.

Document control

‘ Version no. Date Approved by Next scheduled review date
1.0 19 June 2025 Major General Jake Ellwood (Rtd), CEO July 2026
2.0 18 July 2026 Major General Jake Ellwood (Rtd), CEO July 2027

Contact

For further information, please contact:

Corporate Services - Governance & Performance
Email: governance@qra.qld.gov.au
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